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f circuit, depth < d, input length L

cf. non-leveled FHE

Depth-Unbounded

Setup (1d, 1L) If a component can be generated without the circuit,
then it places no fixed polynomial bound on depth.

(attribute-bounded,
minor issue)

concept separate from
whether size grows with d

L-bit x
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Results (Unbounded, Bounded, Efficiency Improvement)

from circular security:

plus variant of evasive LWE:

KP-ABE:
Impk], |ct| = O(L), sk¢ = 0(1)
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LWE:

previous
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Unbounded Homomorphic Evaluation

UEvalC
Aattr»Acirc C(x) c {O 1}

> A,

LWE secret is triply used!

C;lrttr — ST(Aattr - x' ® G) 1. FHEkey (in S)
T — <T(A . — 2. FHE plaintext (in S)
Ceirc M 3. encoding secret (in ¢’s)
Aattr Acirc UE
‘ ‘ valCX
Cattr) Ccircs . it C > C}' — ST(AC - C(x) ’ G)
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Rounding le] goes down, but |e|/modulus is unchanged
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2. provide ¢ ;.. = sT (Acire — bits(s) @ G) X

3. evaluate C'(s) = Dec(;, C]arge) - G ON Cjr

-
ccir: ST(AcircHC’ — C,(S)) + egircHC’,s

must know s - -
for evaluation= S (Acirch’ — DeC(S: Clarge) ' G) T ecircHC’,s
(no security)
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C' hardwires Cjarge bound independent
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G = (G, Gr)Q permutation
=M

M

s'A,G 1 (MG, Gg) mod g

M

(" )@
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Recap: [GSW]FHE

A
hpk = Aq,. = __ " e . hsk=s"=(",-1)7T
TTAfhe + € e
- A
X P = >
f / f = HEval(f, ) f

het(x) = Ape R—x" Q@ G
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Recap: [GSW]FHE

the
hpk = Ap,. = _ hsk=s"=(0GT,-1)7
P fhe (TTAfhe + efThe)
fixo fT — > f
f = HEval(f,-)
th(X) — AfheR —x' ® G ~ > AfheRf — ( OT)
apply f /
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Recap: [GSW]FHE

the T T T
hpk = Aq = _ hsk = = ,—1
. T F with o £ _ —_ £T
fixe f TP f withsTf(hct(x)) = f(x) = f
0
h = AmeR — "T®a6 = AmeRr —
) . * e apply f > AmeRy (fT)


https://eprint.iacr.org/2013/340

Recap: [GSW]FHE

Ag,

hpk = Age = "€ hsk=s" = (rT,-1)7

P . (rTAfhe + e;rhe) sk=s"=0"-1)

. T ', o - T al — — T
frao f1 — ey fowiths f(het(x)) = f(x) = f
| d=d-poly(?) |
0

het(x) = AmeR—x" ® G —> ApRf —

) . * e apply f the™f (fT)
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T - T - _
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circular ciphertext S = hct(s)
circular encoding  ¢li.. = 8T (Agire — bits(S) ® G)
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Low Output Noise

depths of RndPady, . and
RndPadAC independent of C = A[, only depends on C
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Subtlety of Correctness

sTAG (MG, Gr) modg]
RndPad (s) = ( - R)mod g (’ MI)Q
7 |sTAG 1 (MGy, Gx) mod q (1 )
B M mr) ¢

OK when sTAG™1(M G, Gg) is far from carry/borrow boundaries.

Intuition.  entries of sTAG™1(---) marginally random
Problem. AG™'(---) = AcrcHca,,, )G~ () adversarial
could make product specific value!

Solution 1. circuit-selective correctness from ¢sLWE
Solution 2. add (pseudo-)random shift before rounding

19/25
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AB-LFE Syntax and Security

crsGen(1%) - crs
Compress(crs, C) — digest,
Enc(crs, digest¢, x, (1) — ctc 4

Dec(crs, C, x, cte ) = pif C(x) is “yes”

Security. crs, cte () = crs,Sim(crs, €, x) if C(x) is “no”
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AB-LFE for Circuits of Unbounded Depth

crs = (Aater Acire) W)

if C(x) = 0 (yes), then

digest; = A¢ from UEvalC cancel one-time pad

( ST(Aattr —x' 02y G)’
tex =1 S, sT(Agye = bits(S) ® 6)
s'TAG T (w) + - |q/2]

IJIE\/HJ(:)g ‘E;'r'(gél(: _ ‘C:(:Jki) . (;{)

\

21/ 25



AB-LFE for Circuits of Unbounded Depth

crs = (Aater Acire) W)

if C(x) = 0 (yes), then

digest; = A¢ from UEvalC cancel one-time pad

( ST(Aattr —x' 02y G)’
tex =1 S, sT(Agye = bits(S) ® 6)
s'TAG T (w) + - |q/2]

lJIZVTil(I%E :;-r.(gél(: _ (:(:JKC) : (;i)

\

21/ 25



AB-LFE for Circuits of Unbounded Depth

crs = (Aater Acire) W)

if C(x) = 0 (yes), then

digest; = A¢ from UEvalC cancel one-time pad

( ST(Aattr —x' 02y G)’
tex =1 S, sT(Agye = bits(S) ® )
s'TAGT()|+ p - 1g/2]

IJIE\/HJ(:)§ ‘E;'r'(gél(: _ ‘:7(:J‘i) : (;{)
-G (w)

21/ 25



AB-LFE Scheme Security

CI'S = (Aattr: Acire) u)
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AB-LFE Scheme Security

CI'S = (Aattr: Acire) u)

digest, = A, from UEvalC
when C(x) = 1 (no)
UEvaIC)§ ST(AC . C(x) . G)

:C-CI._

( ST(Aattr —x' 02y G)’
ctex =1 S, sT(Age = bits(S) @ )
s'A:G(w)|+ 1 1q/2]

c-G 1(u) + 1 - s'u
C(x)
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AB-LFE Scheme Security

th,x

9

CI'S = (Aattrr Acire) u)

digest, = A, from UEvalC

.

ST(Aattr o xT ® G):

S) ST(ACiI‘C o bltS(S) ® G);

s'A:G"1(u)

+u-lq/2]

c-G 1(u) + 1 - s'u
C(x)

when C(x) = 1 (no)
UEvaIC)§ ST(AC . C(x) . G)

N.B. Security relies on
UEvalCX correctness.

:C-CI._
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AB-LFE Scheme Security

CtC’x

9

CI'S = (AattrJ Acire) u)

digest, = A, from UEvalC

.

ST(Aattr o xT ® G):

S; ST(Acirc N bitS(S) ® G);

s'A:G"1(u)

+u-lq/2]

c-G 1(u) + 1 - s'u
C(x)

when C(x) = 1 (no)
UEvaIC)§ ST(AC . C(x) . G)

N.B. Security relies on
UEvalCX correctness.

:C-Cl._

ctcx = $under cs

_WE
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[ ST (A — 2" ®6),
Cty =1 S, s (Agirc — bits(S) ® 6),

UEvaIC)§ ST(AC . C(x) . G)
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ABE for Circuits of Unbounded Depth

f ST(Aattr o xT ® G):

UEV31C)§ ST(AC _ C(x) . G)
cty =4S, 5" (Acirc — bits(S) ® 6), T

. * A, unknown at Enc time
security against multiple C’s
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ABE Scheme Security

mpk — (BrAattr»Acirc: u)
ske =uc, B~ (AcG™ (uc) +u)

[ T A =X ®6), | uvaicx
Cty =4 S, 5" (Acirc — bits(S) ® 6G),
s'B, slu+pu-lq/2]




ABE Scheme Security

mpk = (B, Aattrs Acire) W)

ske =uc, s (AcG " (uc) +u)
cty =4S, sT(Agire — bits(5) ® G),
s'B, slu+pu-lq/2]
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mpk — (B» Atir, Acires u)

SkC = U,

evcsLWE precondition

( T T 1
s Aar —x R G), UEvalCX T

cte =15, 5T (Age = bits(S) @ 6),

ksTB

, ‘

sTu +u-lq/2]

hides message
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ABE Scheme Security

\

mpk — (B» Atir, Acires u)

SkC = U,

ST(Aattr R xT ® G);

evcsLWE precondition

1
UEvaIC)§ ST(AC - 56?) G)

S, ST(Acirc N bitS(S) X G);

s'B

, ‘

sTu +u-lq/2]

hides message

No evcsLWE? Use generic pairing group
to compute [sT(A:G"(uc) + w|.
[LLL]
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