
Attribute-Based Encryption

for Circuits of Unbounded Depth

from Lattices

謝耀慶
(Yao-Ching Hsieh)

Rachel Lin 罗辑
(Ji Luo)

Charles River Crypto Day  |  20 October 2023 1 / 25

https://bostoncryptoday.wordpress.com/2023/09/08/friday-oct-20-mit/


Attribute-Based Encryption [GPSW]

2 / 25

https://eprint.iacr.org/2006/309


Attribute-Based Encryption [GPSW]

Setup

msk

mpk

2 / 25

https://eprint.iacr.org/2006/309


Attribute-Based Encryption [GPSW]

Setup

msk

mpk

𝑓

KeyGen sk𝑓

2 / 25

https://eprint.iacr.org/2006/309


Attribute-Based Encryption [GPSW]

Setup

msk

mpk

𝑓

KeyGen sk𝑓

𝑥, 𝜇

Enc ct𝑥

2 / 25

https://eprint.iacr.org/2006/309


Attribute-Based Encryption [GPSW]

Setup

msk

mpk

𝑓

KeyGen sk𝑓

𝑥, 𝜇

Enc ct𝑥

Dec 𝜇 if 𝑓 𝑥  is “yes”

2 / 25

https://eprint.iacr.org/2006/309


Attribute-Based Encryption [GPSW]

Setup

msk

mpk

𝑓

KeyGen sk𝑓

𝑥, 𝜇

Enc ct𝑥

Dec 𝜇 if 𝑓 𝑥  is “yes”

Dec mpk, 𝑓, sk𝑓 , 𝑥, ct𝑥

2 / 25

https://eprint.iacr.org/2006/309


Attribute-Based Encryption [GPSW]

Setup

msk

mpk

𝑓

KeyGen sk𝑓

𝑥, 𝜇

Enc ct𝑥

Dec 𝜇 if 𝑓 𝑥  is “yes”

Dec mpk, 𝑓, sk𝑓 , 𝑥, ct𝑥

Security.  mpk, sk𝑗 𝑗∈ 𝐽 , ct𝑥 0 ≈ mpk, sk𝑗 𝑗∈ 𝐽 , ct𝑥 1   if  𝑓𝑗 𝑥  is “no” for all 𝑗 ∈ 𝐽

2 / 25

https://eprint.iacr.org/2006/309


Bounded and Unbounded

Setup

𝑓

𝑥

3 / 25



Bounded and Unbounded

Setup 1𝑑 , 1𝐿

𝑓

𝑥

3 / 25



Bounded and Unbounded

Setup 1𝑑 , 1𝐿

𝑓 circuit, depth ≤ 𝑑, input length 𝐿

𝑥

3 / 25



Bounded and Unbounded

Setup 1𝑑 , 1𝐿

𝑓 circuit, depth ≤ 𝑑, input length 𝐿

𝑥

If a component can be generated without the circuit,
then it places no fixed polynomial bound on depth.

Depth-Unbounded

3 / 25



Bounded and Unbounded

Setup 1𝑑 , 1𝐿

𝑓 circuit, depth ≤ 𝑑, input length 𝐿

𝑥

If a component can be generated without the circuit,
then it places no fixed polynomial bound on depth.

Depth-Unbounded
cf.  non-leveled FHE

3 / 25



Bounded and Unbounded

Setup 1𝑑 , 1𝐿

𝑓 circuit, depth ≤ 𝑑, input length 𝐿

𝑥

If a component can be generated without the circuit,
then it places no fixed polynomial bound on depth.

Depth-Unbounded
cf.  non-leveled FHE

concept separate from
whether size grows with 𝑑

3 / 25



Bounded and Unbounded

Setup 1𝑑 , 1𝐿

𝑓 circuit, depth ≤ 𝑑, input length 𝐿

𝑥𝐿-bit

If a component can be generated without the circuit,
then it places no fixed polynomial bound on depth.

Depth-Unbounded
cf.  non-leveled FHE

concept separate from
whether size grows with 𝑑

(attribute-bounded,
minor issue)
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constrained PRF

homomorphic signatures

laconic function evaluation

1-key functional encryption pk of reusable garbling

was only salvaged in obfustopia […, KNTY, JLL, DGM]

Despite connections to [GSW] 
homomorphic structures!
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Results (Unbounded, Bounded, Efficiency Improvement)

from circular security: previous

plus variant of evasive LWE:

KP-ABE:
mpk , ct = O 𝐿 ,  sk𝐶 = O 1

𝑖𝒪: mpk , ct , sk = O 1

LWE: mpk , ct = 𝑑Θ 1 ⋅ 𝐿
sk = O 1
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⊤  as ciphertext of 𝐶 𝒙  under 𝒔
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⊤ mod 𝑞

𝑀

13 / 25



Step 1:  Noise Removal noiseless rounding inspired by
learning with rounding (LWR)

𝒔⊤ 𝑨𝐶 − 𝐶 𝒙 ⋅ 𝑮 + 𝒆large
⊤ mod 𝑞

𝑀

=
𝒔⊤𝑨𝐶 + 𝒆large

⊤ mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀

13 / 25



Step 1:  Noise Removal noiseless rounding inspired by
learning with rounding (LWR)

𝒔⊤ 𝑨𝐶 − 𝐶 𝒙 ⋅ 𝑮 + 𝒆large
⊤ mod 𝑞

𝑀

(𝑀 is power of two,
ignore small part of 𝑮)

=
𝒔⊤𝑨𝐶 + 𝒆large

⊤ mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀

13 / 25



Step 1:  Noise Removal noiseless rounding inspired by
learning with rounding (LWR)

𝒔⊤ 𝑨𝐶 − 𝐶 𝒙 ⋅ 𝑮 + 𝒆large
⊤ mod 𝑞

𝑀

(𝑀 is power of two,
ignore small part of 𝑮)

=
𝒔⊤𝑨𝐶 + 𝒆large

⊤ mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀

(w.h.p) =
𝒔⊤𝑨𝐶 mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀

13 / 25



Step 1:  Noise Removal noiseless rounding inspired by
learning with rounding (LWR)

𝒔⊤ 𝑨𝐶 − 𝐶 𝒙 ⋅ 𝑮 + 𝒆large
⊤ mod 𝑞

𝑀

(𝑀 is power of two,
ignore small part of 𝑮)

=
𝒔⊤𝑨𝐶 + 𝒆large

⊤ mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀

(w.h.p) =
𝒔⊤𝑨𝐶 mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀
multiply by 𝑴 to
restore modulus

13 / 25



Step 1:  Noise Removal noiseless rounding inspired by
learning with rounding (LWR)

𝒔⊤ 𝑨𝐶 − 𝐶 𝒙 ⋅ 𝑮 + 𝒆large
⊤ mod 𝑞

𝑀

(𝑀 is power of two,
ignore small part of 𝑮)

=
𝒔⊤𝑨𝐶 + 𝒆large

⊤ mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀

(w.h.p) =
𝒔⊤𝑨𝐶 mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀
multiply by 𝑴 to
restore modulus

→
𝒔⊤𝑨𝐶 mod 𝑞

𝑀
𝑀 − 𝐶 𝒙 ⋅ 𝒔⊤𝑀𝑮small

13 / 25



Step 1:  Noise Removal noiseless rounding inspired by
learning with rounding (LWR)

𝒔⊤ 𝑨𝐶 − 𝐶 𝒙 ⋅ 𝑮 + 𝒆large
⊤ mod 𝑞

𝑀

(𝑀 is power of two,
ignore small part of 𝑮)

=
𝒔⊤𝑨𝐶 + 𝒆large

⊤ mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀

(w.h.p) =
𝒔⊤𝑨𝐶 mod 𝑞

𝑀
− 𝐶 𝒙 ⋅ 𝒔⊤𝑮small mod

𝑞

𝑀
multiply by 𝑴 to
restore modulus

→
𝒔⊤𝑨𝐶 mod 𝑞

𝑀
𝑀 − 𝐶 𝒙 ⋅ 𝒔⊤𝑀𝑮small not all of 𝑮

13 / 25



Step 1:  Noise Removal (cont’d)
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Recap:  [GSW] FHE

hpk = 𝑨fhe =
𝑨fhe

𝒓⊤𝑨fhe + 𝒆fhe
⊤

hsk = 𝒔⊤ = 𝒓⊤, −1 ⊤

hct 𝒙 = 𝑨fhe𝑹 − 𝒙⊤ ⊗ 𝑮
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Step 2:  Bootstrapping (Restore Encoding Format)

Goal.  𝒔⊤𝑨𝐶
′ − RndPad𝑨𝐶

𝒔
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[BGG+, BTVW]   evaluate ෣RndPad𝑨𝐶
 on input 𝑺
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Subtlety of Correctness

RndPad𝑨 𝒔 =
𝒔⊤𝑨
 

𝑮−1 𝑀𝑮L, 𝑮R mod 𝑞

𝑀
𝑰

𝑀𝑰
𝑸

=
? 𝒔⊤𝑨
﹋﹋

𝑮−1 𝑀𝑮L, 𝑮R mod 𝑞

𝑀
𝑰

𝑀𝑰
𝑸
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Solution 1. circuit-selective correctness from csLWE
  Solution 2. add (pseudo-)random shift before rounding
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cancel one-time pad

⋅ 𝑮−1 𝒖
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crs = 𝑨attr, 𝑨circ, 𝒖

digest𝐶 = 𝑨𝐶  from UEvalC

ct𝐶,𝒙 =

𝒔⊤ 𝑨attr − 𝒙⊤ ⊗ 𝑮
﹋﹋﹋﹋﹋﹋﹋﹋

,

𝑺, 𝒔⊤ 𝑨circ − bits 𝑺 ⊗ 𝑮
﹋﹋﹋﹋﹋﹋﹋﹋﹋﹋

,
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+ 𝜇 ⋅ Τ𝑞 2

when 𝐶 𝒙 = 1 (no)

ൡ
UEvalCX

𝒔⊤ 𝑨𝐶 − 𝐶 𝒙 ⋅ 𝑮
﹋﹋﹋﹋﹋﹋﹋﹋= 𝒄𝐶

⊤
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ABE for Circuits of Unbounded Depth

ct𝒙 =

𝒔⊤ 𝑨attr − 𝒙⊤ ⊗ 𝑮
﹋﹋﹋﹋﹋﹋﹋﹋

,

𝑺, 𝒔⊤ 𝑨circ − bits 𝑺 ⊗ 𝑮
﹋﹋﹋﹋﹋﹋﹋﹋﹋﹋

,
ൡ

UEvalCX
𝒔⊤ 𝑨𝐶 − 𝐶 𝒙 ⋅ 𝑮
﹋﹋﹋﹋﹋﹋﹋﹋
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hides message
No evcsLWE?  Use generic pairing group 

to compute 𝒔⊤ 𝑨𝐶𝑮−1 𝒖𝐶 + 𝒖 .

[LLL]
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